|...-CornerPost
Software"

www.cornerpost.net

Internet Management Products

Chaperon 2004/06
Installation for ISA 2004/06 Standard Edition

1. Minimum System Requirements for Chaperon

2. ISA Post Install, Chaperon Pre Install Checklist
3. Chaperon Installation

4. Important Post Chaperon Installation Information

Revised Nov 02, 2006
The names of actual companies and products mentioned herein may be the trademarks of their respective owners.



1. Minimum System Requirements for Chaperon*

Microsoft Windows Server 2000 or 2003.
e Microsoft Internet Security and Acceleration Server 2004 or 2006 Standard
Edition.
o Note: Chaperon must only be installed after ISA Server has been
installed.
e 1.5GHz or higher CPU.
e 1.0GB of RAM.
e 450MB free hard disk space for setup file and installation.

*Actual system requirements will vary based on your deployment configuration and expected load.

2. ISA Post Install, Chaperon Pre Install Checklist

Ensure that Internet access is available from the ISA Server.

e When using two NICs (highly recommended), only the external NIC should have
a default gateway set.

e The Internal Network set configured in ISA during the initial install should only
include address ranges that are present on your internal network. This can be
checked and edited in the ISA management MMC under "Configuration >
Networks > Networks (tab) > Internal".

e If you intend to use Chaperon's email notifications (recommended), the ISA
server must have access to a mail server. An ISA rule that allows the “localhost”
network to access the mail server or to access a network the mail server resides
on will be needed.

a. To quickly test mail server connectivity, open a command prompt by
clicking “Start > Run” and typing “cmd”.

b. At the command prompt type “telnet mailserver 25” (without quotes and
replacing “mailserver” with the IP or name of your mail server).

c. If the connection is successful you should receive a message from the
mail server. If the connection fails, the Firewall policy does not currently
allow SMTP access to the mail server, the mail server information is
incorrect, or there is a problem with the mail server itself.

3. Chaperon Installation
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Download the Chaperon Installation onto
your ISA server and double-click it to begin.

rrrrrrrrrrr

Click Next to proceed with the Installation.
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Setup is now ready to begin. Click Install to
begin the installation.
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Important Post Chaperon Installation Information

e The Chaperon service is set to start automatically at boot, but will not be started
when installation is complete.

e When the Chaperon service is started for the very first time, it begins performing
its initial filter load that creates the filtering objects and policy rules in the ISA
server.

e The initial filter load is only needed once, and can take hours depending on the
speed of the Machine. On average, a machine with a 2.4Ghz CPU and 1 GB of
RAM will take around 1.5 hours to complete the filter load.

e There will be no filtering in any way until the initial filter load is completed.

e |t's extremely important that the load process not be interrupted in any way by
making changes to Chaperon or ISA, OR by rebooting the server. If the process
is interrupted, the filter load may have to be restarted from the beginning, or at
worst, it could cause issues requiring reinstallation of both ISA and Chaperon.
Start the Chaperon service only when the server will have a few hours to run
uninterrupted. Keep in mind that since the service is set to Automatic that
Chaperon will start if the server is rebooted.
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completed, the “Rules Engine” section will state “ldle”.

e When the initial filter load is complete, the remaining configuration of Chaperon
can be completed. Refer to the Chaperon configuration manual located at
http://download.cornerpost.net/ci/pdf/Chaperon2K4_6_Config.pdf “, or open Help
> Chaperon Help” in the Chaperon Control Panel for configuration information.
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